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It’s March 2020. Time traveller arrives!

Time traveller: Hi, I’m Sami from 2021!

Sami in March: Wow! So how are things in the future? Any interesting projects going on?

Time traveller: It’s great! We have made an app that had 1 MILLION downloads in first 24 hours.
At the top, almost 2,5M Finns were using it.



A Brief History of Digital Contact Tracing



Worldwide adoption of ENS 



❏ Two native apps (iOS and Android) 
❏ Backend database hosted at Kela
❏ Pin code generator used by 600 healthcare professionals
❏ Integration to Omaolo.fi
❏ Two testing phases, 2nd with PSHP and HUS
❏ User testing
❏ UX design
❏ Co-operation with Apple, Google, 20 European countries’ 

community, EU eHealth network, THL, STM, Sotedigi
❏ NCSC audition
❏ Whitehat hackers’ co-operation
❏ Open source publish at Github

All this in 10 weeks.
During summer holiday season.
Including 2 weeks’ App Review.
And one name change by ministry.
Without delays at deadline.



Background



Beacon implementation with ENS

• Your phone becomes a BLE beacon 
which broadcasts your keycodes

• Beacon works several times a 
second

• Other phones scan and save nearby 
keycodes

• Scanning happens every five 
minutes or so

• All of this is done by the EN API



Exposure warning implentation with Koronavilkku

• When infected, the user reports 
infection with the app

• App keycodes are uploaded to 
backend system

• Public backend system distributes 
infected codes

• Each phone downloads the key list 
and compares locally

• Infection report is limited only to 
confirmed cases

• User needs PIN code from 
healthcare to report



Exposure probability parameters (V1)
Transmission risk parameter

Risk level value 0 0 4 6 6 7 8 0

Onset of symptoms > 14 days 11–14 
days 9–10 days 7–8 days 5–6 days 3–4 days -2 – 2 days < -3 days

Duration risk parameter

Risk level value 1 2 2 4 5 5 7 8

Exposure duration 0 min <= 5 min <= 10 min <= 15 min <= 20 min <= 25 min <= 30 min > 30 min

Days risk parameter

Risk level value 0 0 0 1 1 1 1 1

Days since 
exposure >= 14 days 12–13 

days
10–11 
days 8–9 days 6–7 days 4–5 days 2–3 days 0–1 days

Attenuation risk parameter

Risk level value 1 2 3 4 5 6 7 8

Average of 
Attenuation > 73 dB > 63 dB > 51 dB > 33 dB > 27 dB > 15 dB > 10 dB <= 10 dB

FAR MEDIUM NEAR IMMEDIATE

Minimum combined 
bucket duration

15 min

Buckets

100 % 50 %

<= 50 dB <= 70 dB

Minimum risk score

72

OR



Exposure probability parameters (v2)

Merkitsevät altistumisminuutit

=

Kiinni Lähellä Keskivälillä Muualla+ + +

Korkea Normaali Ei lainkaan

×

> 15 minuuttia?



Yhteenveto
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Kiinni Lähellä Keskivaiheilla Muualla

Vaimentuma <= 51 dB <= 63 dB <= 70 dB > 70 dB 

Painoarvo 125 % 100 % 50 % 0 %

Korkea 100 % Normaali 62,5 % Ei lainkaan 0 %

Tartuttavuus

Etäisyys ja kesto



Altistumisilmoituksen rajan ylittävät kohtaamiset

0 min 3 min 6 min 9 min 12 min 15 min 18 min 21 min 24 min 27 min 30 min

Muualla 0 0 0 0 0 0 0 0 0 0 0

Keskivälillä 0 1,5 3 4,5 6 7,5 9 10,5 12 13,5 15

Lähellä 0 3 6 9 12 15 18 21 24 27 30

Kiinni 0 3,75 7,5 11,25 15 18,75 22,5 26,25 30 33,75 37,5

Korkea tartuttavuus (päivät -2–7 oireiden alkamisesta)

Normaali tartuttavuus (päivät 8–10 oireiden alkamisesta)

0 min 3 min 6 min 9 min 12 min 15 min 18 min 21 min 24 min 27 min 30 min

Muualla 0 0 0 0 0 0 0 0 0 0 0

Keskivälillä 0 0,9375 1,875 2,8125 3,75 4,6875 5,625 6,5625 7,5 8,4375 9,375

Lähellä 0 1,875 3,75 5,625 7,5 9,375 11,25 13,125 15 16,875 18,75

Kiinni 0 2,34375 4,6875 7,03125 9,375 11,7188 14,0625 16,4063 18,75 21,0938 23,4375



KELA backend

Koronavilkku
- Exposure checking
- Exposure warning 

information and 
forward to local 
authorities

- Share the warning

Omaolo
- Symptom evaluation
- Contact request
- PIN code generator 

views
- Handling process for 

symptoms and contact 
requests

Exposure
> Symptom check
> Contact request

PIN code for infected



Design process



Design by 
international 
benchmarks
How to design the first version before a 
permission to start the work with end users

...or to start work at all.



Designing against immature 
APIs
The process of building the app against ever-changing Exposure Notifiation API and 
ever-changing OS requirements.



User- Law-centered design 
process 
Do what the ministry and law says.

What is the law interpretation changes inside the project?



App plus a medical device
App anonymity vs. strict user authentication of healthcare

What happens if MDR-process complying medical device will be updated during the holiday 
period, with a new target group and differing requirements for data handling…



Koronavilkku as a medical 
device?
Could Koronavilkku give 
medical-device-level information about 
exposure severity to guide user treatment 
options?



Designing for trust
How to design an app that the internet commenters have 
decided to be Yet Another Government Conspiracy for 
Spying and Oppression 



Professional users, where art 
thou?
How to design with professional users - who have not been chosen yet in municipalities 
because of the Covid-situation.



Committee co-operation
How do the exposed choose their home municipality?
How to test Koronavilkku+Omaolo prototypes with Kela?
Who provides the translations for healthcare professionals’ UI?

Thank god for Slack. And Figma.



Masked usability
Observing user tests with a mask and disinfectant, maintaining social distance.



Design via 
Confluence
Using wiki to design, translate, test and 
maintain quality of texts.



Where are we now



The usage statistics show that Finland has world-leading adoption and usage rate.

• There are now over 3 million unique devices that have downloaded the application and at best 
over 2,3 million devices contacting background service daily which represented nearly 40% of 
Finnish population. The adoption rate has gone somewhat down with improving pandemic 
situation.

• Number of delivered exposure warnings is not known due to the privacy-preserving nature of 
ENS

• However, we do know that each week several hundred people use the Omaolo symptom check functionality 
after receiving the warning

• Note that Omaolo is used only in selected Finnish cities - for example, HUS district uses Koronabotti instead. 

Situation now

End-of-life for Koronavilkku will happen once the pandemic situation allows it, and is being planned already.
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