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Different vantage point 
= 

Different view of the domain name 
space at a particular time
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CT log does not 
see domains 
which do no 
employ TLS

Passive DNS from a 
Russian authoritative 
NS does not see non-

Russian domains

VS



Different vantage point 
= 

Different view of the domain name 
space at a particular time

Certain parts of the domain name 
space are hidden for a given vantage 

point 
Domain name dark matter
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Early detection 
of domain names 

Split horizon and 
data leakage 

Subdomain 
enumeration 

Use cases
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Data collection: 3 weeks of data, 4 vantage points
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Early detection of domain names 
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‘Can we leverage non-zone 
file data for identifying 

domain registration early?’
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Early detection of domain names 
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Early detection of domain names 
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Absolute 
domain
registrations 
detected
in CT dataset 
before zone 
files

As percentage 
of ground truth 
(zone files)
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Early detection of domain names 

K. Hageman et al., Gollector: Measuring Domain Name 
Dark Matter from Different Vantage Points 17



Split horizon and data leakage
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‘How much domain name 
information is leaked outside 

our university network?’
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Split horizon and data leakage
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Split horizon and data leakage
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Split horizon and data leakage
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18,499 of these seen outside 
university network

2,813 both seen in- and outside 
university network

2,300 non-common 
subdomains
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Subdomain enumeration
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‘Can we use our dataset to 
intelligently find subdomains 
under a given apex domain?’
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Subdomain enumeration

1. Find subdomains that are seen under the same apex domain 
(graph)

2. Find cliques of graph

3. Generate candidate FQDNs based on these cliques
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Subdomain enumeration

59% of candidates exist
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That’s all folks!
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Gollector is available at
https://github.com/aau-network-security/gollector/

Our experiments show the utility of the tool, 
what’s next?
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