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Understand adversarial behaviours in telco system

* Threat modeling

* Threat modeling is the process of developing and applying a structured
representation of adversarial threats

 MITRE ATT&CK (Adversarial Tactics, Techniques, and Procedures - TTPs)

* Bhadra: domain-specific threat modelling framework for telco
industry

* Modeling Attack/ Threat: Tag attack steps or threat with Bhadra
conceptual framework to have a common representation
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Attack Collection

 Literature Survey from Bhadra’s original paper

* Group I: peer-reviewed papers that describe one or
multiple attacks scenarios.

e Group ll: security reports from standardization
bodies (e.g., 3GPP, GSMA),regulatory agencies (e.g.
ENISA) and security companies

» Selection process

e Multi-stage attack

* Clear initial access and impact
* \Variety of attack vectors

* 60 attacks populated from 30 of the sources

Table A.1: Modeled Attack from Collected Articles and Papers

Source Year Title Modeled Attack Name
. s Billing Attacks on SIP-Based VolP ares
Groupl 2007 System [57] SIP-based VoIP Billing Attack
Survey of network security sys- SIP message payload tempering
Groupl 2010 tems to counter SIP-based denial- SIP message flooding
of-service attacks. [13] SIP message flow Tempering
Toll-free data access attack
Mobile data charging: new attacks Stealth Spam Attack in UDP-based Ser-
Groupl 2012 and countermeasures. [38] vices - VoIP
Stealth Spam Attack with Malicious Link
Connection
¢ SR SIM cards are prone to remote X
Articles 2013 hacking [32] I Remote SIM hacking
Unveiling the hidden dangers of s
Groupl 2014 public IP addresses in 4G /LTE cel- ?AM Quota_Dmm
lular data networks [33] Battery Drain
Gaining control of cellular traffic TCP retransmission attacks - Usage Infla-
Groupl 2014 accounting by spurious TCP re- tion
transmission. [17] TCP retransmission attacks - Free riding
i g On Her Majesty’s Secret Service:
Article 2014 GRX & A S.“}l): 1\*"(‘11('\' (44] GTP Data Session Hijacking
VA & A OPY AGENC]
Analysis and mitigation of recent Locati lisclosur . 1 s )
Groupl 2015 attacks on mobile communication ocation disclosure using call setup mes-
backend [40] shges
Groupl 2015 LTE and IMSI catcher myths [6] Simple IMSI Catcher
Unblocking stolen mobile devices
using SS7-MAP vulnerabilities: fuk g . . -
Groupl 2015 Exploiting the relationship be- (S:__)l;\);l‘ll?g stolen mobile devices using
tween IMEI and IMSI for EIR ac- SS7T-MA
cess. [42]
Breaking and fixing volte: Exploit VoLTE Mis-implementation: Permission
2 a xing 1 Es - S
Groupl 2015 ing hidden data channels and mis- muodsl mismatch

implementations [29]

VoLTE Mis-implementation: Direct Com-
munication in P-GW




Attack
Modeling

* Independent Modeling

e Discussion

Bhadra framework for Mobile Communication Systems
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Graph Analysis

Common Subpaths — Association of Techniques
Connectivity — Importance of Techniques
Unigue Paths — Diversity of Attack Techniques
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Attack graphs
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Common
Subpaths

Table 1. Common subpaths

# of nodes | Count

Path

3 6 (Exploiting roaming agreements, GTP-based techniques, Bypass firewall)

5 (Exploiting roaming agreements, DIAMETER-based techniques, Bypass firewall)

5 (Internal resource search, Exploiting roaming agreements, SS7-based techniques)

5 (Exploiting roaming agreements, SS7-based techniques, Blacklist evasion)

5 (Exploiting roaming agreements, SS7-based techniques, Bypass firewall)

4 (Target intelligence gathering-R, Access from Radio Access Network, UE
knocking)

4 (Access from Radio Access Network, UE knocking, Pre-AKA techniques)

4 (UE knocking, Pre-AKA techniques, UE protection evasion)

4 (Exploiting roaming agreements, DIAMETER-based techniques, Blacklist
evasion)

4 (Internal resource search, Exploiting roaming agreements, GTP-based techniques)

4 (Operator network mapping, SIP-based techniques, Exploit misconfigurations and
implementation errors)

4 (Access from Radio Access Network, Operator network mapping, Pre-AKA
techniques)

4 5 (Internal resource search, Exploiting roaming agreements, SS7-based techniques,
Blacklist evasion)

5 (Internal resource search, Exploiting roaming agreements, SS7-based techniques,
Bypass firewall)

4 (Internal resource search, Exploiting roaming agreements, GTP-based techniques,
Bypass firewall)

3 (Target intelligence gathering-R, Access from Radio Access Network, UE
knocking, Pre-AKA techniques)

3 (Internal resource search, Exploiting roaming agreements, DIAMETER-based
techniques, Bypass firewall)

3 (Access from the public Internet, Command and control channels, UE knocking,
IP-based techniques)

3 (Infected UE hardware or software, Operator network mapping, SIP-based
techniques, Exploit misconfigurations and implementation errors)

3 (Infected UE hardware or software, Operator network mapping, SIP-based
techniques, UE protection evasion)

5 2 (Target intelligence gathering-R, Access from Radio Access Network, UE
knocking, Pre-AKA techniques, UE protection evasion)

2 (Access from Radio Access Network, UE knocking, Pre-AKA techniques, UE
protection evasion, Location tracking)

2 (Access from Radio Access Network, UE knocking, Pre-AKA techniques, UE
protection evasion, Identity-related attacks)

2 (Target intelligence gathering-R, Access from partner mobile network,
CN-protocol scanning, Exploiting roaming agreements, DIAMETER-based
techniques)

2 (Access from partner mobile network, CN-protocol scanning, Exploiting roaming
agreements, DIAMETER-based techniques, Blacklist evasion)

2 (Access from partner mobile network, CN-protocol scanning, Exploiting roaming
agreements, DIAMETER-based techniques, Bypass firewall)

2 (Access from the public Internet, Command and control channels, UE knocking,
IP-based techniques, Redirection)

2 (Access from the public Internet, Infected UE hardware or software, Operator
network mapping, SIP-based techniques, Exploit misconfigurations and
implementation errors)

2 (Access from the public Internet, Infected UE hardware or software, Operator
network mapping, SIP-based techniques, UE protection evasion)

2 (Target intelligence gathering-R, Access from the public Internet, Command and
control channels, UE knocking, IP-based techniques)

2 (Access from the public Internet, Command and control channels, UE knocking,

IP-based techniques, Exploit misconfigurations and implementation errors)



Common
Subpaths

e Exploit roaming agreement

Table 1. Common subpaths

apping, Pre-AKA

s, SS7-based techniques,

s, GTP-based techniques,

io Access Network, UE

. UE knocking, Pre-AKA techniques, UE
ng)
Network, UE knocking, Pre-AKA techniques, UE

E knocking,
IP-based Exploit and errors)

# of nodes

Count

Path

3

(Exploiting roaming agreements, GTP-based techniques, Bypass firewall)
(Exploiting roaming agreements, DIAMETER-based techniques, Bypass firewall)
(Internal resource search, Exploiting roaming agreements, SS7-based techniques)
(Exploiting roaming agreements, SS7-based techniques, Blacklist evasion)

(Explo‘itring roaming agreements, SS7-based techniques, Bypass firewall)

ov | Ov Ov. Ov Ov O

(Internal resource search, Exploiting roaming agreements, SS7-based techniques,
Blacklist evasion)

(Internal resource search, Exploiting roaming agreements, SS7-based techniques,
Bypass firewall)

(Internal resource search, Exploiting roaming agreements, GTP-based techniques,
Bypass firewall)

(Target intelligence gathering-R, Access from Radio Access Network, UE
knocking, Pre-AKA techniques)

(Internal resource search, Exploiting roaming agreements, DIAMETER-based
techniques, Bypass firewall)

(Target intelligence gathering-R, Access from partner mobile network,
CN-protocol scanning, Exploiting roaming agreements, DIAMETER-based
techniques)

(Access from partner mobile network, CN-protocol scanning, Exploiting roaming
agreements, DIAMETER-based techniques, Blacklist evasion)

(Access from partner mobile network, CN-protocol scanning, Exploiting roaming
agreements, DIAMETER-based techniques, Bypass firewall)



Common
Subpaths

* Exploit roaming agreement Strategy 2: Identify bottleneck, in this
case exploit roaming agreement =>
;:i;i‘:.i:‘Li:;:;;‘izt'ii:,i;:“:;‘;::;;,.‘:,L;*,LZEZC::;:::.L:;:::“‘::',..;:;;":;1,',:::;;:\;‘13 D e p I Oy e d ge a ge ntS |f n Ot d e p I Oye d )

5 (Exploiting roaming agreements, SS7-based techniques, Blacklist evasion)

Table 1. Common subpaths

5 (Exploiting roaming agreements, SS7-based techniques, Bypass firewall)

knocking)

L] L] L] L] L] L

4 (Access from Radio Access Network, UE knocking, Pre-AKA techniques)
4 (UE knocking, Pre-AKA techniques, UE protection evasion)
4 (Exploiting roaming agreements, DIAMETER-based techniques, Blacklist

evasion)
1 (Internal resource search, Exploiting roaming agreements, GTP-based techniques)
4 (Operator network mapping, SIP-based techniques, Exploit misconfigurations and

implementation errors)

1 (Access from Radio Access Network, Operator network mapping, Pre-AKA

roaming partners

Exploiting roaming agreements. SS7-based technigues.

1 (Internal resource search, Exploiting roaming agreements, GTP-based techniques,
Bypass firewall)

3 (Target intelligence gathering-R, Access from Radio Access Network, UE
knocking, Pre-AKA techniques)

Internal resource search

Eploiting roaming agreements. DIAMETER based

Cehmques, Dy pass Hrewa

3 (Access from the public Internet, Command and control channels, UE knocking,
IP-based techniques)
3 (Infected UE hardware or software, Operator network mapping, SIP-based
techniques, Exploit misconfigurations and implementation errors)
3 (Infected UE hardware or software, Operator network mapping, SIP-based
techniques, UE protection evasion)
5 2 (Target intelligence gathering-R, Access from Radio Access Network, UE
knocking, Pre-AKA techniques, UE protection evasion)
2 (Access from Radio Access Network, UE knocking, Pre-AKA techniques, UE

protection evasion, Location tracking)

2 (Access from Radio Acc . UE knocking, Pre-AKA techniques, UE
protection evasion, Identity-related attacks)

s Networ

2 (Target intelligence gathering-R, Access from partner mobile network

CN-protocol scanning, Exploiting roaming agreements, DIAMETER-based
techniques)

2 (Access from partner mobile network, CN-protocol scanning, Exploiting roaming
agreements, DI TER-based techniques, Blacklist evasion)

2 (Access from partner mobile network, CN-protocol scanning, Exploiting roaming
agreements, DIAMETER-based techniques, Bypass firewall)

IP-based techniques, Redirection)

2 (Access from the public Internet, Infected UE hardware or software, Operator
network mapping, SIP-based techniques, Exploit misconfigurations and
implementation errors)

2 (Access from the public Internet, Infected UE hardware or software, Operator
network mapping, SIP-based techniques, UE protection evasion)
control channels, UE knocking, TP-based techniques)

2 (Access from the public Internet, Command and control channels, UE knocking,

IP-based techniques, Exploit misconfigurations and implementation errors)



Connectivity — Importance of a technique
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Connectivity — Importance of a technique
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Number of
Unique Path —

Diversity of
attacks

Impact

Location tracking

Calls interception

SMS and IMS interception

Data interception

Billing frauds

DOS-network

DOS-user

Identity-related attacks

Initial Access

Number of Unique Paths

200

150

100

50
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Calls interception

SMS and IMS interception

Data interception

200

Diversity of
attacks

Strategy 4.

a. Evaluate from attacker’s point of view (capability and goal)

b. Evaluate from operator’s point of view (weakest initial access point and
least desired impact)

Investigate the unique paths between focused initial access and impact




Discussion

 Attacks collection from literature surveys indicate attacks observed in the
wild?

* The techniques are too high-level?

=> Demonstrate using graph analysis method with threat
modelling framework to form defence strategies



Future Direction

* Include 5G / loT attacks
* Open source and community driven
e Sub-techniques to be more specific and for automation

* |dentify threat groups and attack patterns in the real-world



Thank you!
Questions or feedback?



Average connectivity - K

_ Kea(u,v
R(G) — s (n()( )

where Kq(u,v), the local node connectivity for two non-adjacent nodes u
and v, 1s defined as the minimum number of nodes that must be removed to
disconnect the two nodes.

(6.1)



